Often, you can provide information about suspected Bank Secrecy Act (BSA) violations without
identifying the bank in your first communication. But a tip that never identifies the institution—or gives no
reliable way to work out which institution is involved—may be difficult to investigate. The practical answer is that
you may be able to withhold the bank’s name initially, but useful reporting usually requires enough detail for

authorities to identify the institution, transactions and people concerned.

There is an important distinction between a tip and a formal whistleblower claim. A tip alerts an authority to
possible misconduct. A claim for a whistleblower award, or a legal action alleging retaliation, can involve separate
requirements, deadlines and disclosure rules. Before relying on anonymity or waiting to report, check the current

instructions of the relevant agency and consider speaking to a lawyer familiar with BSA matters.

This article is general information, not legal advice. It focuses on practical questions: what may count as a violation

rather than a mistake, what evidence can help, and why timing and identity matter.

Can | submit a tip without naming the bank?

You may be able to start with a tip that does not name the bank. That can be useful if you are concerned about
retaliation or are still checking what you know. But institution identification is not a minor detail. Investigators
need to know which entity to examine, which records to seek and which regulator or law-enforcement agency may

have relevant information.

“A large regional bank in the Midwest” is unlikely to be enough on its own. By contrast, a tip that describes a
particular branch, business unit, time period, payment channel or customer activity may help identify the
institution even if you do not give its name. Avoid including guesses as facts. If you do not know the bank’s legal

name, say so and give the identifying details you do know.

An anonymous or confidential submission is not necessarily the same as a submission that is impossible to trace.
An online form, email account, attachments or metadata may reveal information about the sender. Read the
agency's current submission instructions and privacy terms. Do not assume that using a personal email address, a

pseudonym or a private device guarantees anonymity.

Anonymous, confidential and identified submissions

* Anonymous: You do not provide your name. This may reduce direct identification, but it can make follow-up

difficult and may affect whether you can be contacted about the report.

* Confidential: You provide your identity to an authority but ask that it be protected to the extent permitted

by law. Confidentiality is not an absolute promise that your identity will never be disclosed.

¢ Identified: You provide your name and contact details. This may make it easier for investigators to clarify

facts, but you should understand the possible workplace and legal risks before doing so.

Some whistleblower programmes have specific rules for anonymity, confidentiality and eligibility for an award.
Those rules can change and may differ from the rules for making a general tip. If an award or protection is
important to you, check the current FInCEN programme requirements or get independent legal advice before

submitting. Do not assume that an anonymous tip automatically preserves the right to a later award.



What counts as a BSA violation—and what may be a mistake?

The BSA and related regulations impose requirements on covered financial institutions and other regulated
businesses. Depending on the business and the facts, obligations can include maintaining an effective anti-money
laundering programme, keeping certain records, reporting specified transactions and filing suspicious activity

reports (SARs) when required.

A concern becomes more persuasive when it points to a specific legal or regulatory duty and facts suggesting that
the duty was not met. For example, a potentially serious issue might involve repeated handling of transactions
that staff escalated internally, followed by instructions not to document or report them, or a pattern of deliberately

disabling controls used to detect suspicious activity.

By contrast, an isolated late filing, an incorrectly completed field or a misrouted escalation could be a human error,
a process weakness or a compliance failure. It does not automatically establish intentional misconduct, a BSA
violation by a particular person, or a cover-up. Look at the applicable requirement, the circumstances, the

institution’s response and whether the issue was corrected.

Possible human error or control issue Facts that may raise a more serious concern A one-off missed escalation that
was promptly corrected and documented. Repeated decisions to suppress escalations after staff raised the same
concern. A filing delay with a recorded explanation and remedial steps. Instructions to alter dates, conceal a
backlog or avoid filing despite known risk indicators. A control that failed because of a system defect reported

through normal channels. Evidence that a control was deliberately bypassed or left disabled after warnings.

The distinction matters. A good-faith report should describe what happened and let investigators assess intent. Do
not label conduct “fraud”, "money laundering” or “willful” unless you can explain the facts supporting that
characterisation. Human error and willful misconduct are not interchangeable.

What evidence and documentation may help?

Strong reporting is usually built on fact specificity, not dramatic language. A useful account lets someone outside
your organisation understand what happened, when it happened, how you know, and why it may relate to a BSA

duty.



For example, a dated note might state: “On 14 March, | escalated transaction reference 1234 to the AML queue
because the customer made several cash deposits below the internal review threshold across three branches. On
18 March, the queue item was closed. The closure note said ‘do not revisit’, but gave no reason.” That is more

useful than “management is helping criminals”. It separates observed events from the reporter's interpretation.

Useful material may include

e Dated notes of conversations, meetings and escalation decisions, identifying who was present and the words

used as accurately as you can.
e Relevant transaction dates, amounts, channels, branch or business unit, and internal reference numbers.

® Redacted or lawfully held records showing an escalation, a SAR-log entry, a control alert, a case closure or a
follow-up decision.
* Names or roles of people who may have direct knowledge, and a short explanation of what each person

observed.
* A chronology distinguishing what you personally saw from what someone else told you.

* Documents showing what happened after the concern was raised, including corrections, remediation or

further instructions.

Do not take customer information, SARs or other confidential records outside authorised channels without first
understanding your legal and employment obligations. SAR confidentiality rules are especially important: do not
disclose the existence or contents of a SAR to a person who is not authorised to receive them. A lawyer can help

you describe the issue without improperly exposing protected information.
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What to write down

e Date and time: When did the event, transaction, instruction or escalation occur?
* People and roles: Who was involved, and how do you know?

¢ Specific conduct: What was done, not done or said? Use direct quotes only when you are confident they are

accurate.
* Transaction or case identifiers: Record the reference securely; do not circulate sensitive data unnecessarily.

* Source: Mark whether the information is first-hand, documented or reported to you by someone else.



* Follow-up: Note who was notified, when, how they responded and whether the issue was corrected.

Preserve information lawfully and do not alter original records. Keep a secure chronology and note where
supporting records are held, rather than creating unauthorised copies. If there is a genuine risk that records will be

destroyed, seek legal advice promptly rather than attempting to remove them yourself.

Why naming the institution affects an investigation

If you withhold the bank’s name, explain why and provide alternative identifiers. A regulator may be able to match
the facts to a particular institution using a branch address, business line, product, internal system name,
transaction route, approximate volume or named programme. The more distinctive and verifiable the details, the

better the chance of a useful follow-up.

Still, there are investigation limits. If the report gives no institution, no dates, no transactions and no way to
contact the reporter, an authority may be unable to verify the allegation or seek records. A vague report can also

be difficult to distinguish from a complaint about a customer-service dispute or an ordinary processing error.

The FFIEC website, ffiec.gov, is a useful reference for information about federal financial institution supervision and
examination resources. It is not, by itself, a general whistleblower intake channel. Use the appropriate agency's
current reporting instructions for submitting a tip; the right destination depends on the institution, the conduct

and the relief you are seeking.

Deadlines: do not confuse a tip with a lawsuit

There is no safe universal answer to "how long do | have?” Different legal routes can have different limitation
periods, notice requirements and triggering events. A deadline for a whistleblower retaliation claim is not
necessarily the same as a deadline relevant to an award, an employment claim or an underlying enforcement
action. The date may depend on when the adverse action occurred, when you learned of it, or another rule that

applies to the specific claim.

A tip to an agency does not necessarily pause or extend a deadline for bringing a private legal claim. Nor should
you assume that an internal investigation or a promise to “look into it" stops the clock. If you have been
disciplined, demoted, threatened, dismissed or otherwise disadvantaged after raising concerns, record each event

and get advice promptly.

The National Law Review has published commentary on filing an AML/BSA whistleblower lawsuit. Treat such
commentary as a starting point, not a substitute for checking the current statute, agency rules and your specific
facts. In particular, verify what type of lawsuit is being discussed: a retaliation action is different from submitting a

tip about a suspected BSA violation.

Managing retaliation risk

Retaliation risk is practical, not merely theoretical. Before reporting internally or externally, consider who can access
the materials, whether your role makes you identifiable, and whether you are subject to confidentiality or reporting
duties. Do not secretly record conversations unless you have checked the law that applies where you are. Keep a

contemporaneous record of workplace changes and communications, but store it securely and lawfully.

Where there is an immediate risk to customers, records or your safety, do not wait for a perfect dossier. You can
seek advice about a safe reporting route and provide a clear account of what is known, what remains uncertain

and where evidence can be found. A careful report can be both prompt and appropriately qualified.



A practical approach before submitting

1. Separate facts from conclusions. State what you personally observed, what the records show and what you

infer.
2. Build a dated chronology. Include transaction or case references, escalation dates and responses.

3. Identify the institution as precisely as you safely can. If you do not name it, give reliable alternative
identifiers and explain the omission.
4. Check the reporting route. Confirm whether you are making a general tip, seeking whistleblower protection

or pursuing a potential award.
5. Assess confidentiality and retaliation risks. Do not assume that anonymity, internal reporting or an agency
submission eliminates those risks.

6. Get advice on deadlines. Especially if you have experienced retaliation or are considering a lawsuit.

Bottom line

You may be able to submit a BSA whistleblower tip without naming the bank at first. But if the institution cannot
be identified from the details you provide, investigators may have little ability to verify the report or obtain
relevant records. The strongest tip is specific about dates, transactions, decisions and evidence; careful about

distinguishing human error from willful misconduct; and clear about what is known versus suspected.

If your concern involves possible retaliation, an award claim or a legal deadline, do not rely on an anonymous tip
to protect your rights. Check the current agency rules and obtain advice promptly—because reporting BSA record

retention period the concern and preserving a separate legal claim may require different steps.
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