If you've recently encountered an anti-bot page from Anubis, and it asked you to enable JavaScript or update your
browser, you're not alone. Many users wonder why these checks exist in the first place and why they require
“modern JavaScript features.” This post breaks down in simple terms why bot checks like the ones Anubis uses

depend on modern JavaScript and what that means for your browsing experience.

Why Do Anti-Bot Pages Exist?
Before diving into the tech behind Anubis’s JavaScript requirements, let's cover why anti-bot pages exist.

* Protecting Websites: Websites want to ensure real people, not automated scripts (bots), interact with their

content.

* Preventing Abuse: Bots can scrape content, overload servers with fake traffic, try credential stuffing attacks,
or carry out fraud.

* Maintaining Fair Use: When bots scrape massive amounts of data or buy limited products, legitimate users

lose.

¢ Improving Performance: Blocking bad bots reduces server load and improves site speed for real visitors.

To balance user experience and security, sites deploy “bot checks.” These usually happen before you reach the

actual page you want, often shown as a “please wait” or “are you human?” page.

Proof-of-Work in Plain English

A core concept behind Anubis’s bot checks is something called Proof-of-Work (PoW). You might have heard this
term in  cryptocurrency or security contexts, but in anti-bot systems, it https://boerse-
social.com/2026/08/24/_fundierte_informationen_als_grundlage_einer_verantwortungsvollen_cannabistherapie_1

serves a simple purpose.

What Is Proof-of-Work?

Proof-of-Work is a way to prove that a piece of computational work — some processing effort — was performed.
Imagine you want to make a machine visible proof that you did some hard math puzzle which takes effort, so you

can't pretend you did it without actually doing the work.

In the context of bots, PoW systems require clients (your browser) to do a small but noticeable amount of CPU
work before being granted access. This prevents cheap mass automated requests because the attacker would need

significant computational resources.



How Does It Help Prevent Bots?

® Costly for Bots: Bots performing millions of requests would need matching CPU power to solve puzzles every

time.
* Free for Humans: Your browser can solve these puzzles quickly, during the bot check, unnoticed.

* Limits Automated Abuse: If each request costs CPU time, bots scale less effectively.

Hashcash Background

The PoW model Anubis uses is based on the “"Hashcash” system, invented in the late 1990s.

What is Hashcash?

Hashcash is a simple but clever idea: your system computes a special value (a token) that, when hashed, has
certain properties (for example, starts with a certain number of zeroes). This process involves trying many values

until the hash meets the criteria. It takes CPU time and can't be faked without actual computation.
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This concept underpins many PoW anti-spam and anti-bot solutions, and it is also a core part of many

cryptocurrencies’ mining processes.



Why Hashcash Works Against Bots

* Easy to verify tokens but expensive to generate.
® Must be calculated on the client side, requiring code to run in your browser.

® Encourages real users, who incur a tiny CPU cost once, while bots are punished by computational cost on each

request.

Why Bot Checks Need JavaScript

This explanation brings us to the requirement that Anubis's bot check pages ask your browser to run JavaScript.

But why? Why isn't a simple HTML page enough?
1. Client Responsiveness: JavaScript allows the check to run PoW puzzles dynamically in your browser, verifying
you are a modern user.

2. Complex Logic: The puzzle generation, timing, and verification depend on script code that can't be faked by
simple bots.

3. Security: JavaScript creates a barrier making it harder for bots to simulate genuine users without running real

code.

In essence, JavaScript is the language that lets your browser do the complex work required to prove it's not a bot.

Modern JavaScript Features — What Are They?

JavaScript has evolved enormously since its early days. "Modern JavaScript features" is a catch-all term used for
language capabilities introduced mostly after 2015 with ES6 (ECMAScript 2015) and later versions. These features

simplify coding and improve performance and security.

Some Common Modern JavaScript Features

* Arrow functions: Shorter function syntax () =>

* Promises and async/await: Easier ways to handle asynchronous code.
* Let and const: Block-scoped variables replacing older var syntax.

* Template literals: Easier string formatting using backticks.

® Modules: Import and export JavaScript code cleanly.

* Map, Set, and other new collections: Improved data structures.

* Default parameters, rest/spread operators: Cleaner and more flexible functions.

Why Does Anubis Require These Features?

Because the PoW algorithm and bot checks depend on precise timing, hashing, and interaction, the scripts running
these checks use modern JavaScript constructs to:

* Keep the code efficient and readable for maintenance.

® Use modern browser APIs that are only available with modern JavaScript.

e Support cryptographic functions needed for fast hashing.

® Ensure compatibility and reliable behavior across browsers that support current standards.

Browser Compatibility Issues



Older browsers or those with JavaScript disabled may fail the checks because:

® They lack the JavaScript engine updates to handle modern syntax and features.
* You might experience script errors that prevent the puzzle from running.
® The browser cannot generate or verify the Hashcash-based proof-of-work.

® Security settings or extensions might block JavaScript execution.

This leads to failed bot checks and blocked page access.

Quick Browser Issues Checklist

1. Check that JavaScript is enabled in your browser settings.

2. Update your browser to the latest stable version.

3. Disable or whitelist the site if you use script-blocking extensions.

4. Clear cached scripts if the page behaves oddly (without clearing unrelated data).

5. Try a different modern browser if problems persist.

Summary: What It All Means for You

Topic Explanation Why Bot Checks Exist To protect sites from abusive bots and ensure fair user experience. Proof-
of-Work (PoW) CPU puzzle your browser solves to prove you're a real user, not a bot. Hashcash An efficient PoW
algorithm requiring computational effort with easy verification. JavaScript Requirement Bot checks run scripts in
your browser — only possible with JavaScript enabled. Modern JavaScript Features Modern language tools helping

Anubis run efficient, secure, and reliable bot checks.

If you see an Anubis bot check page, enabling modern JavaScript features by updating your browser and making
sure JavaScript is on will make your experience smooth and quick — usually less than a few seconds. And

remember, these challenges help keep the web safer and faster for everyone.

Final Thoughts

Technology keeps improving, and security mechanisms evolve to tackle growing abuse. Modern JavaScript is now

essential not just for fancy websites, but also for practical security tasks like bot mitigation.

The next time you see a bot check page asking for JavaScript, you'll know why — it's your browser's way of

proving you're a real visitor, using the latest web tech to keep sites safe and accessible.



